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Instructions: No. of questions  : 05
Answer any Four (04) questions No. of pages 03
All Questions carry equal marks Time : Two (02) hours
/Question 01
(i) List security triad. (03 marks)
(i1)  Describe “Security Attack” and “Security Mechanism”. (04 marks)
(i)  Five major categories of security services are defined in X.800 OSI securit
architecture. Briefly explain any three of them. (06 marks)
(iv)  Briefly explain “Model for Network Security” using a diagram. (05 marks)

(v)  Define "Information Security Policy". (03 marks)

(vi)  Information Security Policy (ISP) is important to an orgzinization. Do you agree witl

this statement? Justify your answer,

(04 marks)
(Total 25 marks)
/Question 02
(i) Define the term cryptanalysis. (03 marks)
(ii)  Briefly explain the following terms. (05 marks)

a) Encryption
b) Decryption
c) Cipher
d) Plane text
e) Key
(iii) Encryption algorithms are categorized as

“Substitution Ciphers” and “Transpositior

Ciphers” Give two examples for each. (04 marks)




(iv)

(v)

www.hndit.com

(“l‘) 2 2 - * . - — . - - 39
Mpare the characteristics of “Block Ciphers” with “Stream Ciphers™.
(04 marks)

Encrypt the message “easy question” using Caesar Cipher defined as

C=E(P)=(Pi+3) mod 26 (09 marks)

(Total 25 marks)

(/ Question 03
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Asymmetric encryption is developed to address two key issues. Explain one of them

briefly _ (02 marks)
Public key algorithm relies on two keys. Briefly explain two characteristics of publi
key algorithm. (04 marks)
Name two alternative functions used in message authentication. (04 marks)
What is a Digital Certificate? (02 marks

Explain the role of a Key Distribution Centre in a Two Key Crypto System

(05 marks
The Digital Signature is a well-known modern security mechanism that assure
conﬁdenti%]ity. integrity and availability of information. It uses a number of securif
techniques in.performing its task. Discuss the benefits and limitations of Digit
Signature. (08 marks

(Total 25 mark:

(/ Question 04

(1)

(ii)
(iii)
(iv)
(v)
(vi)

(vil)

Malicious software is categorized in to two types. Name them and give two examp
for each category. (04 mark
State three (03) common non-malicious program errors. (03 marl

[ist down three (03) authentication methods and give one example for each methoc

(03 mar]

State the phases of virus life cycle. (ki
Explain methods used for buffer overflow protection. (04 mar
Briefly explain “procedure Based Access Control” and “Role Based Access Contry
(04 mar

State services available in Trusted Operéting System. (03 mar
(Total 25 ma

s e e R Gam:rfh;-29f5-1"" Semester p)








